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In our time, one of the most important institutions in a market economy is the 

stock exchange. In every country of the world with a market economy there is a 

national stock exchange. This is an organized market for trading securities: stocks, 

bonds and other financial instruments. Now almost all transactions in the stock 

markets occur in electronic form and there is no doubt that over time the stock 

exchange will fully switch to the electronic trading system [1]. 

In connection with the use of the Internet to conduct transactions on stock 

exchanges, the question arises of storing and transmitting securities or information 

about these securities in the form of files that only a limited number of persons could 

have access to. It should be possible to ensure the immutability of the files. An 

example would be such important documents as options and futures. 

Options and futures are in many ways similar financial instruments, but there 

are some fundamental differences. In a futures deal, the buyer is obliged to purchase 

(or sell) the asset at the expiration of the contract, while in the case of an option he 

may refuse it. However, both documents carry information about the agreed price and 

terms of obligations. It is obvious that changes in its components may lead to the 

disadvantage of at least one of the parties. 

Based on this, there is a need for tools that provide evidence of the integrity 

and immutability of the data and guaranteeing the impossibility of unilateral change 

of files, which will lead to a conflict of interests of the parties. These tools are hash 

functions. These are certain algorithms that lead files to a sequence of a specific bit 

length - a hash or so-called checksum, which is usually less than the amount of 

information stored in the file. Checksums can be used to more quickly compare files 

and detect changes made to them. 

The hashing algorithms that should be used in the framework of the work with 

securities should have a strong avalanche effect, resistance to collisions, as well as 

resistance to finding source data for unauthorized persons. This means that with 

increasing computing power of computers, finding files that would have the same 

checksum is not impossible, which can lead to data substitution. Thus, hashing 

algorithms must be constantly improved and meet all requirements for their further 

use. 

At the moment, in order to ensure data integrity, the classical theory of prime 

numbers is widely used. However, its application may soon be insufficient. For this, 

it is necessary to make a transition to calculations in finite fields [2]. 
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This allows to perform operations in the selected final field on its elements, 

without going beyond its limits, and also makes the hash functions resistant to the 

restoration of the original data. Therefore, the paper considers polynomial functions 

using division modulo an irreducible polynomial [3] in finite fields. Irreducible over a 

field are polynomials that cannot be decomposed into nontrivial polynomials, they 

are analogous to prime numbers in the natural series. 

Due to the fact that a finite field is cumulative with a finite number of 

elements, it can be performed the operations of addition, subtraction, multiplication 

and division in accordance with the axioms of the field [2]. Since the final fields are 

closed with respect to the above operations, i.e. for any two field elements a, b  Fp , 

then  when  performing  any of the operations  a *b  c , the result  will be an element 

belonging to this field  c  Fp . It should be borne in mind that all calculations in finite 

fields are performed modulo p  which is a characteristic of a finite field and is a  

prime number. 

Polynomial arithmetic is used for calculations in finite fields. Adding in the 

field  F  n       corresponds to the usual addition of polynomials modulo  p . Multiplication 

is performed in two stages: first, as usual multiplication of polynomials, and then the 

remainder of division by an irreducible polynomial is calculated, with which the field 

F n      is constructed. For example, fields of the same dimension can be constructed in 

different ways, depending on the choice of an irreducible polynomial. They have the 

same order and are isomorphic to each other. This follows from the fact that there are 

several irreducible polynomials of degree n for the characteristic p field. 

Here is the algorithm for calculating the checksum: 

1. Source data (textual) are converted to numeric codes, according to any 

selected encoding (for example, ASCII or Unicode). Then they are transferred to the 

binary system and are concatenated, after which a sequenc a1, a2 ,..., ak e of 0 and 1 is 

obtained. The binary sequence a1, a2 ,..., ak is an analogue of a polynomial 

A(x)  a xk 1 a xk 2  ...  a 
 
k 1 x  ak . 

2. Next, we look for the remainder of dividing a polynomial A(x) by a pre- 

selected irreducible polynomial P(x)  p  x
n  
 p x

n1 
 ...  p x  p . In this case, it is a 

polynomial over the extension of the Galois field GF( p) of characteristics p  2 , 

since its use simplifies the computer implementation of the algorithm in this work. As 

a result, we obtain a polynomial with coefficients 

0 and 1). 

bn1bn2...b1b0 (which take the values 

3. The result of hashing is a sequence of bits from 0 and 1, the dimension 
of an equal degree of an irreducible polynomial. The result can be further resulted in 

any convenient form, for example, in hexadecimal number system. 

The considered hashing method is suitable for sequences of bits that can be 

represented by a polynomial to a greater degree than the degree of the selected 

irreducible polynomial. Shorter sequences must be supplemented with a function. In 

most existing hashing algorithms, the addition to the required length is performed by 
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adding one single bit and zero-bit bits to the sequence. In addition to the sequence, it 

is desirable to add its original length, which will reduce the likelihood of collisions 

after the addition. 

The theory of finite fields can be applied to the construction of hash functions, 

but along with its application there are problems that require a separate study for 

further solution. 

The main problem of this method is the search for irreducible polynomials of a 

rather large degree, since the number of all possible hash values depends on this, 

which directly affects the resistance to finding collisions. At the moment it is a degree 

from 256 and above. 

A possible solution for the organization of greater stability to collisions is the 

use of non-reducible polynomials of high degrees over fields  Fp  , where  p   is simple 

and  p  2 .  However, this can significantly reduce the speed  of  operations. It is  also 

worth considering that the use of polynomials with a minimum number of monomials 

[4] speeds up the hashing process. 
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