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The stock exchange plays a fundamental role in the existence and development 

of a market economy modern institutions. Modern financial market can be divided 

into stock exchange and over-the-counter. At the moment, the volume of transactions 

and their value in the over-the-counter market is significantly higher than in the 

exchange. The analysis showed that relocation and direct investment in the financial 

market are always accompanied by financial documents, which reflect the obligations 

of all participants. That is, each such transaction is accompanied by a whole set of 

electronic documents describing and confirming the transaction itself and its 

individual components. Consequently, it is important for consideration to regulate 

these documents themselves and also their turnover. With the switch to an electronic 

form of financial transactions, there is a need for reliable storage of these files, access 

to which will be available only to a limited circle of people directly associated with 

these documents. Such an approach in the development of high-tech and expensive 

projects is the fundamental basis for the development of the modern world economy. 

The task of the work is to find a way to protect electronic documents or 

messages from interception capability. This problem is one of the modern top 

priorities because there is a possibility of receiving and modifying an electronic 

document by a third person who is interested in using it for the purpose of obtaining 

its own benefit. Such outside intervention brings significant damage to individuals, 

organizations, and even entire states, commensurate with tens of billions dollars, in 

some cases. In order to counter such situations, the use of a tool such as a digital 

signature is proposed. Correctly applied digital signature gives the recipient 

confidence that the electronic document is valid and sent by the specified sender. 

Digital signature for electronic documents is analogous to signature - for paper 

documents. A digital signature also provides a non-repudiation property, that is, a 

person or an organization that signs a document cannot subsequently refuse from 

their sign. Based on this assumption, there is a need of a tool that could uniquely 

identify all participants in the transaction. Moreover, such a tool must be able to 

confirm the integrity, as well as ensure that the document cannot be corrected by one 

of the participants. This is important because all participants can have competing 

interests. 

Therefore, the following requirements must be met for a digital signature. 

Authenticity, convincing that concrete person had signed the concrete document. 

Uniqueness, a signature is a part of a document that cannot be transferred to other 

documents, that is, any individual document will have its own unique digital 

signature. Integrity of the document being signed, i.e. impossibility of changing the 
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signed document. Non-repudiation of authorship or agreement with the contents of 

the document, that means the signature cannot be refused. The obligations of all 

participants are signed by electronic digital signatures, which means that participants 

are authorized and that all changes in the document are known to each of the 

participants. At the moment, great interest in research is directly related to the 

possibility of a document being signed by a group of participants. This means that the 

document must be confirmed with two or more electronic signatures. This situation is 

not standard and does not allow the use of existing key exchange protocols, such as 

Diffie-Hellman [1]. 

Digital signature cryptanalysis is very specific. While analyzing classical block 

ciphers mainly uses statistical methods, the digital signature analysis is based on 

solving of two “complex” problems: factorization of a “large” composite number into 

prime factors and discrete logarithm problem. Analyzing these two problems, one can 

come to the conclusion that despite the “solid” age until the appearance of the RSA 

algorithm and the work of Diffie and Hellman, the problem of factoring and the 

search for a “prime number formula” remains unsolved. There are algorithms for its 

solution, but their computational complexity is not acceptable, that is, with an 

increase in the dimension of the problem, computational complexity increases with a 

great speed (subexponentially at best) [2]. The discrete logarithm problem gained 

practical meaning immediately after Diffie and Hellman proposed the idea of 

asymmetric cryptography in the 1970s [1]. It has been established that by learning 

how to effectively solve the factorization problem, one can greatly speed up the 

solution of the discrete logarithm problem. In this case, the discrete logarithm 

problem remains “computationally more complicated” than the factorization problem, 

and, it does not always have an algorithmically implemented solution. 

Based on the current situation in the modern cryptography, one of the main 

approaches to constructing a digital signature is the DSA algorithm, which includes 

two algorithms for creating a message signature and for verifying it. Both algorithms 

first compute a message hash using a cryptographic hash function [3]. The creation 

algorithm uses the hash and the secret key to create a signature, the verification 

algorithm uses the message hash, the signature and the public key to verify the 

signature. As a result of the analysis, it becomes obvious that not the message is 

actually signed (of arbitrary length), but its hash (160 - 256 bits), on the basis of 

which collisions are inevitable and one signature, generally speaking, is valid for 

several messages with the same hash [3]. Therefore, the choice of a sufficiently 

“good” hash function is very important for the whole system. 

Mathematically proven fact is that the DSA algorithm based on the theory of 

elliptic curves (ECDSA) is much more perspective and effective. The strength of the 

encryption algorithm is based on the problem of the discrete logarithm in a group of 

an elliptic curve points. Unlike the problem of a simple discrete logarithm and the 

problem of factoring an integer, there is no subexponential algorithm for the problem 

of a discrete logarithm in a group of an elliptic curve points. For this reason, the 

“strength by one bit of the key” is significantly higher in an algorithm that uses 
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elliptic curves [4]. D. Brown (Daniel R. L. Brown) proved that the ECDSA algorithm 

is not more secure than DSA. He formulated a security constraint for ECDSA, which 

led to the following conclusion: “If an elliptic curve group can be modeled by a core 

group and its hash function satisfies a certain reasonable assumption, then ECDSA is 

resistant to an attack based on a selected plaintext with existing fraud” [5]. 

During the initial analysis, it may seem that a sharp drop in the cost of RAM, 

cheaper prices and increased bandwidth of communication channels, leads to the 

absence of the need to continue to use short keys. However, a more detailed research 

of this point turns out that this is not at all the case, since small keys are actively used 

in mobile devices and Internet-technologies, using smart cards and authentication 

tokens [6]. Well-known fact that, a smart card or SIM card has a scarce resource, 

besides, the transition to the release of smart cards with increased memory will lead 

to loss of compatibility with previously released devices. It was in connection with 

similar technological considerations that the American specialists adopted the DSA 

algorithm variant using elliptic curves as the ANSI X9.62 [7] ECDSA standard. In 

2000, the ECDSA algorithm was adopted as a federal standard and IEEE standard. 

Prior to this, in 1998, when the ECDSA algorithm was adopted as an ISO standard 

[7]. Then, all developed countries followed this example, adopting their own 

standards for digital signature on an elliptic curve. All this testifies to the 

confirmation of the expediency of using ECDSA, at the global level. Based on the 

foregoing, due to the small key length and high speed, asymmetric cryptography 

algorithms on elliptic curves can be used in smart cards and other devices with 

limited computing resources. 

It is obvious that the advantages of elliptic cryptography stem from one  

specific fact: for the problem of discrete logarithm on elliptic curves there are no 

subexponential solution algorithms. However, if such algorithms appear, it will mean 

the collapse of elliptical cryptography. The described algorithms and digital signature 

methods, as well as all asymmetric cryptography, have one major drawback - the lack 

of strict proof of reliability. To date, there is no evidence of the existence or non- 

existence of a polynomial discrete logarithm solving algorithm in a prime field. 

Nevertheless, the existing and proven quantum Shor algorithm [8] for solving the 

factorization problem raises serious concerns that with the development of quantum 

computers all security systems built on the assumption that the discrete logarithm 

problem and factorization problem belong to the class of one-way functions will be 

collapsed. An analysis of this moment leads to the conclusion that this event will 

mark the collapse of many firms and financial institutions, and will mean the “crypto 

apocalypse”. 
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