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Nesen M.A., Liashevska V.I., Fomina Y.V. Management of 

information security of production. Review article. 

The article actualizes the problem of reliability of enterprise 

information. The methodological bases of construction and 

implementation of the information security management system of 

the company are considered. In accordance with the established 

purpose of this work, approaches to ensure safe management of 

information system mechanisms are identified. Solutions have been 

identified that make it possible to protect information transmitted in 

domestic and foreign markets. The systems that help automate the 

functioning of the organization's processes are considered. 

Based on international standards and the analysis of modern 

approaches to defining the essence of the information system 

management model, the key stages of creating an effective 

information security management system for business processes are 

proposed. 

Keywords: business processes, information security, 

information security, enterprise management, information system, 

risk 

nformation policy plays a very important 

role in the company's activities and covers 

almost all its parts. Rapid development in 

the information sphere is the reason for the 

emergence of fundamentally new threats to 

businesses.  

In order to resolve and generally avoid possible 

conflicts related to the theft of valuable data, it is 

necessary to pursue a successful information policy. 

However, this relationship, which is related to 

information security, requires effective regulation. 

Every company must take care of its information 

security in order to protect information interests. 

Analysis of recent research and publications 

Some aspects of this issue have been found in the 

works of modern scientists Mytko A.M. (2012), 

Bobrov Ye.A. (2012), Vasyltsiv T.H. (2014), 

Bondarenko O.O. (2014), Maślanka-

Wieczorek В  (2014), Bodnar, I.R. (2013), 

Marushchak A.I. (2011), Leyli Ali 

Allakhverdieva (2020), Skrynnyk, O. (2020) and 

others. But the question of forming an effective 

information management system of the firm requires 

further research and comparison. 

Unsolved aspects of the problem 

Collection and analysis of economic data on 

making adequate management decisions is a decisive 

factor in the system of business processes. 

Information systems help to correctly assess the most 

used software packages and prevent possible errors 

that occur due to inattention and inaccuracy of 

measurements, etc. [1]. Therefore, the proposed topic 

is relevant.  
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The aim of the article is to determine the 

theoretical and methodological basis for the formation 

of a comprehensive mechanism for managing 

information security of the enterprise, the importance 

of information systems in enterprise management and 

analysis of the most common systems for automation. 

The purpose and objectives of this article are to 

study the features of information security of 

production in Ukraine as an important issue of 

efficient work in the company. 

The main part 

Contact details, licenses, certificates and other 

documents of the company are constantly transmitted 

through various channels for verification and 

communication with market participants. In cases 

where information systems do not have a sufficient 

level of protection, there is a risk of losing corporate 

confidential data. Which in turn can be a serious 

threat to the operation of the enterprise, because 

competitors will be able to access all the 

documentation and use it to their advantage. 

The quality of functioning of each enterprise 

directly depends on the efficiency and reliability of 

information support of its activities.  

Having a customer base, the composition of the 

enterprise, the base of suppliers, prices for products 

and other materials, you can conduct a detailed 

analysis of the enterprise, and identify the strengths 

and weaknesses of the company. If this information is 

received by outsiders, the company may find itself in 

a very bad position. 

After all, if you take into account all the 

shortcomings of the company's competitors and 

exclude them from the activities of your company, 

you can significantly improve the level in the overall 

market. In addition, after the analysis, you can 

determine the unique trade offer of the company's 

competitors and adapt it to your style [2].  

If errors or violations are found in the documents, 

the company may face a significant deterioration of 

its reputation. This will lead to a loss of trust of 

customers, partners and suppliers, and thus – a 

decrease in sales. In such a situation, the organization 

may be in complete danger of forced exit from the 

market.  

Many actions can now be taken to secure 

information, but it is important to take a 

comprehensive approach to this problem. That is, to 

use several approaches to information security 

management: process, organizational, optimization, 

cybernetic, etc. With these control systems, you can 

solve both specific and complex problems. 

Information security management should include 

certain actions that will be aimed at maintaining and 

creating a stable operation of the enterprise, should 

provide access and storage of important company 

data, in addition to keep records of operations. To 

improve the quality of the management system, it is 

necessary to conduct an audit and timely develop a 

strategy for the company's development. And first of 

all – to analyze the internal state of the organization, 

to identify its mechanism of operation and 

opportunities for improvement. 

To date, there are 5 main types of resources owned 

by the company: labor, material, financial, knowledge 

and information support. They play an important role 

in the efficient operation of the enterprise and require 

constant improvement [3]. 

In order to maintain the proper condition of the 

enterprise, it is necessary to adhere to a defined action 

plan. Thanks to these measures, the cycle will be in 

constant motion, and all information resources of any 

corporate level are under control. 

Thus, it is necessary to make a list of sales and 

operations in advance, ie to consider each aspect of 

the operation of enterprise processes and to establish 

the volume of production of finished products. Next, 

you need to develop a table of data on the 

characteristics of the required resources. Last, no less 

important. The step is to manage the created system, 

because to get started you need to settle everything 

and analyze the possible risks and dangers in the 

course of further activities of the company. 

Information security of the enterprise is the 

foundation of stable work of the organization, and for 

its maintenance it is necessary to consider three 

important components (fig. 1). 

 

 
 

Figure 1. Information security components 

Source: compiled by authors on materials [3]. 

Adhere to the delimitation of levels of access to certain data that are intended only for specific persons 
of the enterprise. Implementation of this component is possible with clearly defined regulations and 
rules 

The information stored in the organization must be unchanged. Exceptions may be changes made by 
specific entities that have such authority 

It is possible to access the stored data only if the protocol is received by specific users after approval 
by the chairman of the company 
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Each organization must create a model of 

protection solely taking into account the conditions of 

its internal environment and business interests. The 

most effective schemes are those that ensure the 

security of each commercial process. 

Mandatory elements of information security 

management of the enterprise should be the following 

(Fig. 2). 

 

 
 

Figure 2. Elements of information security management of the enterprise  

Source: compiled by authors on materials [3]. 

 

The process management configuration system 

includes a database, a graphical visualization 

subsystem, a monitoring and scheduling level, a 

management component, a system analysis level, and 

many other important elements that are part of 

information security. 

Thanks to configuration management, rapid 

adaptation to the environment can be achieved.  

This technique involves the proper 

implementation of the necessary actions for each level 

of information security. In addition, it is possible to 

identify which management approach is needed for 

each level. 

Information system - certain structures of elements 

that collect, process, transmit, store and provide data. 

Each system has a certain structure, the elements of 

which reflect the functioning of the object of 

management and influence it through 

management [4]. 

Information security management is a cyclical 

process and includes several important 

elements (Fig. 3) 

 

 
 

Figure 3. Components of information security management of the enterprise 

Source: compiled by authors on materials [4]. 
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compliance with the rules of information security policy when creating and including data in the 
corporate environment 

the need to perform all business processes in accordance with security requirements 

creation and use in the work of "security controls" - a set of protocols to prevent and minimize 
the risk of unauthorized access to the system, as well as to exclude the occurrence of any 

failures and loss of information 

logging of any incidents, failures that occurred in the process of work, as well as the 
consequences - "damage" 

identification and control of weak parts in the corporate processes of the enterprise 

systematic research and modernization of protective mechanisms with their subsequent 
connection to all corporate elements 
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awareness of the degree of need to protect information and set goals 

collection and analysis of data on the state of information security of the enterprise 

information risk assessment 

planning of risk management measures 

implementation and implementation of the necessary control mechanisms 

distribution of roles and responsibilities, training and motivation of staff 

operational work on the implementation of protective measures 

monitoring the functioning of control mechanisms 

assessment of the enterprise and the corresponding adjustments 
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Unity and orderliness ensure effective 

implementation of management decisions, support for 

business goals, management of enterprise resources 

and product data, document management, accounting 

automation and flexible response to external and 

internal changes in the firm.  

According to statistics, automation improves the 

overall performance of the firm and reduces the 

amount of analytical work. Productivity increases by 

more than 15 percent, and the turnover of working 

capital decreases to 12 percent. It should be noted that 

the term of execution of orders is reduced by 20-50% 

and costs up to 15% of annual turnover [5].  

If we consider information security from the 

system approach, we can identify four main factors of 

information technology hazards for the activities of 

organizations, due to the results of scientific and 

technological progress. 

The first such group includes the intensive 

development of psychological influence on people 

through information flows. 

The second group is based on the use of the results 

of modern information technology for illegal actions, 

namely – social crimes. These include computer 

hooliganism, fraud with any transaction, illegal 

copying of data, etc. Leading researchers in this field 

believe that computers are increasingly the cause of 

many data thefts from the system.  

The third group can be represented as electronic 

control over life, goals, mood, political activity, and 

so on.  

Thanks to high information technology, it is 

possible to store and use large arrays of data relating 

to each part of the organization. 

The fourth group includes the use of information 

technology in political conflicts. This is especially 

important now, because every year the influence of 

the media on the content and direction of the political 

system grows. 

There is also another key element of information 

security – protection against data theft on computers. 

For some time, there has been a tendency to increase 

theft in cases such as attempts to tamper with 

telecommunications and information structures, as 

well as the introduction of new techniques and tools 

for these illegal actions. 

All these factors pose a threat to the national 

information space, so if no action is taken on these 

crimes, many organizations will lose control of the 

information space of their database, which in a 

broader sense will make it impossible to ensure the 

rights of all citizens in this area [6]. 

There are various methods of unauthorized access 

to the database. However, there is no single security 

measure to protect a company from criminals. 

Reliable protection can only be achieved by providing 

a comprehensive security mechanism.  

The main components of such a complex should 

be technical, regulatory and organizational 

tools (Fig. 4). 

 

 
 

Figure 4. Comprehensive security mechanism 

Source: compiled by authors on materials [6]. 

 

The main components of the security mechanism 

complex should be technical, regulatory and 

organizational means. They, in turn, include several 

elements that increase the likelihood of secure storage 

of information in space. 

Today, the personal computer, tablet, telephone 

and other mobile means of communication are the 

main devices for data processing, protection, storage 

and transmission. Due to the fact that the information 

is in electronic means, the risk of its capture increases.  

After all, technical devices are often accompanied 

by electromagnetic radiation, through which you can 

access the flow of information. 

According to research by Ernst & Young 
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services [8], the most valuable information for 

cybercriminals in today's information security market 

for 19 % of respondents is customer information, 13 

% of financial information, 13 % of strategic plans, 12 

% of board member information, 12 % of customer 

passwords, 10 % of R&D information, 9 % of M&A 

information, 7 % of intellectual property and 5 % of 

non-patented IP (Fig.5). 

 

 
 

Figure 5. Top 10 most valuable information to cyber criminals 

Source: compiled by authors on materials [8]. 

 

An integrated information security system should 

operate on the basis of regulations and only according 

to a clearly defined and agreed action plan. The 

availability of hardware and software will allow you 

to effectively manage, especially given the emergency 

conditions of crime. 

Proper organization of the workspace helps to 

increase productivity and get the best results after the 

experiments. Keeping order provides a guaranteed 

opportunity to scale, thanks to a global approach to 

solving problems. 

The information security management system is 

based on the analysis of risks that arise at the external 

and internal levels. In order to prevent these risks, it is 

necessary to constantly monitor and evaluate the 

current system of the enterprise. This will reveal the 

shortcomings of the system, which can be corrected in 

the future [9]. 

Such inspections should be performed regularly to 

ensure the efficient operation of all system processes. 

All actions to regulate the information security of the 

enterprise must be noted at the stages of planning and 

implementation. The clarity of the tasks and their 

implementation will allow to identify problems in 

time and solve them. 

In some cases, it is necessary to conduct 

extraordinary inspections, this should also be quickly 

identified during the analysis of the system. With 

immediate implementation and response to the 

possible risk and vulnerability of information 

processes, the likelihood of incidents is significantly 

reduce [10]. 

There are also possible threats of intentional errors 

that occur outside the company's activities, they can 

include many types (Fig. 6). 

It is possible to provide fast response to any 

threats thanks to the automated processes built in 

system. Today there is a wide range of tools for 

automation of production management: work with 

Internet environments, software packages (for 

example, "BEST-5", "SAP Business One"), logistics 

management, stimulation of business ideas and 

more [11]. 

However, it is important to understand how to use 

these techniques to maximum advantage. Setting up 

business operations and preparing for the launch of 

the program are crucial, because it depends on the 

economic benefits for the company. Therefore it is 

necessary: 

 to optimize the chain of processes by developing 

the necessary procedures for implementing 

change; 

 to develop a full-featured information system and 

create secure conditions for storing data on it; 

 to expand the functional reserves of the enterprise 

for effective accounting and making verified 

management decisions in all areas of activity; 

 to collect, store and quickly access the company's 

accounting information; 

 to ensure timely and complete provision of data to 

managers of all levels of government from a single 

information fund; 

 to increase the degree of validity and timeliness of 

decisions made through the prompt collection, 

transmission and processing of information; 

 to ensure the continuous operation of equipment to 

preserve the integrity of any operational data of 

the organization, in the first place – confidential; 

 to identify promising areas of development of the 

organization. 
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Figure 6. Types of threats related to intentional errors that occur outside the business 

Source: compiled by authors on materials [10]. 

 

Conclusion 

Thus, in today's world, information technology is 

developing very rapidly, which directly affects 

people's lives. The use of information systems to 

automate production management is the key to safe 

and, consequently, successful business.  

When choosing an information system should 

focus on the level in the system of public 

administration, the area of functioning of the 

economic object, the types of management processes 

and the degree of automation of information 

processes. It is the optimization of the components of 

the process allows you to reach the top in any case, 

which in the future will only improve the activities of 

the enterprise. Therefore, the study of information 

security management of the enterprise is now very 

important and requires detailed analysis, especially in 

the digital age. 

 

Abstract 

 

The quality of functioning of each enterprise directly depends on the efficiency and reliability of information 

support of its activities. Collection and analysis of economic data on making adequate management decisions is a 

decisive factor in the system of business processes. Information systems help to correctly assess the most used 

software packages and prevent possible errors that occur due to inattention and inaccuracy of measurements, etc. 

Therefore, the proposed topic is relevant. 

The aim of the article is to determine the theoretical and methodological basis for the formation of a 

comprehensive mechanism for managing information security of the enterprise, the importance of information 

systems in enterprise management and analysis of the most common systems for automation. 

The purpose and objectives of this article are to study the features of information security of production in 

Ukraine as an important issue of efficient work in the company. 

Setting up business operations and preparing for the launch of the program are crucial, because it depends on 

the economic benefits for the company. Therefore it is necessary: 

 to optimize the chain of processes by developing the necessary procedures for implementing change; 

 to develop a full-featured information system and create secure conditions for storing data on it; 

 to expand the functional reserves of the enterprise for effective accounting and making verified management 

decisions in all areas of activity; 

 to collect, store and quickly access the company's accounting information; 

 to ensure timely and complete provision of data to managers of all levels of government from a single 

information fund; 

unauthorized access to information stored in the system 

denial of actions related to manipulation of information (for example, unauthorized modification, 
which leads to a violation of data integrity) 

introduction of "logic bombs" into software products and projects that are triggered under certain 
conditions or after a certain period of time and partially or completely disable the computer system 

development and spread of computer viruses 

negligence in the development, maintenance and operation of software that leads to the collapse 
of a computer system 

alteration of computer information and forgery of electronic signatures 

denial of action or service 

refusal to provide the service 
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 to increase the degree of validity and timeliness of decisions made through the prompt collection, 

transmission and processing of information; 

 to ensure the continuous operation of equipment to preserve the integrity of any operational data of the 

organization, in the first place - confidential; 

 to identify promising areas of development of the organization. 

Thus, in today's world, information technology is developing very rapidly, which directly affects people's 

lives. The use of information. When choosing an information system should focus on the level in the system of 

public administration, the area of functioning of the economic object, the types of management processes and the 

degree of automation of information processes. It is the optimization of the components of the process allows 

you to reach the top in any case, which in the future will only improve the activities of the enterprise. Therefore, 

the study of information security management of the enterprise is now very important and requires detailed 

analysis, especially in the digital age. 
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